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Organizations increasingly rely on relationships with
vendors, partners, and service providers to better man-
age their businesses. Lean economic times help acceler-
ate the outsourcing trend, and the software as a service
(SaaS) market is experiencing double-digit growth as
businesses seek to avoid costly acquisition costs and
financial commitments of supporting a full-system 
lifecycle. The rapid growth in SaaS, cloud computing,
and offshoring continues to move information security
risks from inside the enterprise to outside. Given the
current challenging business climate, enterprise IT
organizations can expect more pressure to outsource
functions to reduce costs. 

Companies seeking to take advantage of the economic
and operational benefits of outsourcing vendors come
with their own set of operational, financial, and security
processes. Matching the risk factors brought by cus-
tomers are the inherent risks an outsourcing partner
adds, which forms a new hybrid risk environment.
The ability of an organization to effectively select
and manage its vendor relationships affects not only
the financial health of the organization but also the
organization’s safety and soundness.

This Executive Update looks at some important issues of
vendor risk as well as at the opportunities for efficiency
that automating the mapping and assessment phases of
a compliance and risk program can provide. 

VENDOR RISK MANAGEMENT FOR 
INFORMATION SECURITY AND PRIVACY

In many organizations, effectively leveraging out-
sourced vendors is a key part of business strategy.
Various business risks can be introduced through

vendors. These risks can be to the privacy of customer
personally identifiable information (PII) that the vendor
is processing or storing on behalf of the organization.
Numerous other risks can also exist, based on the secu-
rity controls the vendor employs. Management of these
risks requires a close relationship between the organi-
zation and the vendor, as well as an effective process
to manage vendor risk. In essence, the decision to out-
source certain functions, the selection of a vendor, and
the supervision of that relationship are important com-
ponents of the organization’s overall process to manage
risk and regulatory compliance obligations, including
privacy requirements.

As an organization manages risk, its principal goals
are to protect the organization and to sustain the com-
pany’s ability to perform its mission. Managing risk
plays an important operational role in implementing
business strategies and assigning accountability to
responsible organizational decision makers. Firms use
the process to identify and manage risks to achieving
business objectives.

An organization’s size, complexity, industry, culture,
management style, and other attributes all affect how
it approaches managing risk and subsequently how it
makes decisions regarding its relationships with ven-
dors. The regulatory climate, competitive forces, and
corporate organization all create unique variables that
affect risk management. 

Across industry sectors, regulations, standards, and
various guidelines highlight the obligation to manage
risk. These requirements and controls identify, under-
stand, and mitigate risks to the organization via various
local, national, and international privacy laws. They
include the Gramm-Leach-Bliley Act (GLBA), the Health
Insurance Portability and Accountability Act (HIPAA),
the Sarbanes-Oxley Act (SOX), North American Electric
Reliability-CIP, the USA PATRIOT Act, Payment Card
Industry Data Security Standard (PCI-DSS), and ISO
27001 and 27002. Their provisions also apply to external
partner relationships. 

The challenge to manage vendors extends to risks that
enterprises have in protecting access to private customer
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information. A recent study by PricewaterhouseCoopers
highlights the challenges in this area:1

Only 22% of respondents have an inventory of all
third parties handling sensitive data.

Only 25% of respondents audit privacy standards
through third-party assessments.

28% conduct due diligence of third parties handling
personal data of employees/customers.

Asked how confident they were in their partners’ or
suppliers’ information security practices, 10% of
respondents said “not at all confident,” 53% indi-
cated “somewhat confident,” 15% indicated “don’t
know,” and only 22% were “very confident.” 

Clearly, organizations have work to do in becoming
more effective in assessing and managing risk from
third-party vendors, as well as in managing the privacy 
obligations of the enterprise for sensitive data processed
by third-party vendors.

THE CHALLENGE

The concepts of assessing, understanding, and manag-
ing risk are not only required by regulations, but they
are prudent business practices that can help strengthen
a company’s management and competitiveness. Taking
steps to identify the importance of potential outsourced
functions to the organization, the nature of the activities
the vendor will perform, and the inherent riskiness
associated with vendor relationships are critical to the
success of the outsourced function as well as to the
organization’s bottom line. 

Various analyst research reports show organizations
spending thousands of staff hours per year on vendor
risk assessments — clearly, an area where organizations
are expending a great deal of effort and money. Effi-
ciently executing a risk assessment, particularly one
that extends to vendor partner organizations, is a
challenging undertaking. 

As the number of regulatory requirements continues to
climb, the challenge of keeping track of multiple require-
ments with overlapping controls can quickly escalate. 

RISK ASSESSMENTS AND COMPLIANCE MAPPING 

In risk management, the component to assess risk is an
iterative interplay of actions that take place, a continual
process, or lifecycle. Performing an assessment is not a
serial process, where assessing for one control affects
only that specific control or a related one. On the con-
trary, the act of assessing a control is multidirectional.
In most cases, the assessment of one control can and
will influence another control, or even an adjacent
phase of the risk management lifecycle. 

Assessments are the most critical step in this lifecycle
because they take the most time. The risk management
lifecycle begins with assessing global threats and vul-
nerabilities, then develops policies, procedures, and
controls to manage or mitigate the risk. To evaluate the
effectiveness of the policies and controls, assessments
are the next step, followed by remediation. The entire
lifecycle is repeated as often as necessary. 

An example of assessment complexity is the following
real-world scenario that illustrates the complexity of
overlapping and redundant regulations:

Organizations often develop their business practices
or policies based on regulatory requirements and/or
proven industry best practices. 

Privacy assessments seeking to define where PII
exists often need to also determine what sorts of
controls are provided to adequately protect access
to this information. 

Often, the regulatory requirements overlap, consist-
ing of common logical threads or implying similar
controls. 

Consider the ISO 27002 control: “An information
security policy document should be approved by
management and published and communicated to
al employees and relevant external parties.” This
control is identified as a requirement in multiple
regulations, including HIPAA 164.308(a)(1)5; HIPAA
164.308(a)(7)3; GLBA Title V-FFIEC [17]19.1 and 20.1;
201 CMR 17 MA Privacy 17.03[c]; PCI-DSS 12.1.1,
12.1.2, and 12.1.3; and others.

The simple example above clearly illustrates how man-
ual assessments can become unmanageable. Manual
assessment methodologies support risk management by
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evaluating each specific compliance requirement linked
to an individual control. In the example above, per-
forming multiple assessments as to the existence of this
control to satisfy each regulation is clearly inefficient for
both those who manage compliance and to the business
owners. The process is further complicated when an
organization has to assess and manage external vendor
relationships. 

RISKS TO PII

In an outsourcing arrangement, many of the risks to
PII are the same as for internally processed information.
Controlling the spread of PII within the outsourcer’s IT
environment is key, as is ensuring that access controls
are effectively used, the outsourcers networks are
secure, and encryption is used in association with orga-
nizational sensitive data and PII. Even administrative
controls, such as employee background checks, have
applicability in an outsourcing arrangement. Numerous
security breaches have been made public involving call
center personnel auctioning off PII for their client’s 
customers.

Ensuring that PII is adequately protected by a vendor
comes down to thorough and regular privacy and
security assessments.

THE CHALLENGES OF MANUAL ASSESSMENTS

Manual assessments to avoid complexity and confusion
almost always are done individually to avoid costly
mistakes by slowing the process down for humans.
Each specific compliance requirement and related con-
trol is evaluated one at a time. When one compliance
requirement and related control is properly assessed,
the process can move along to the next. This continues
in series until all requirements and all controls are
evaluated. Multiple regulations often mean a dedicated
analyst assigned to each.

Manual efforts to meet the requirements of each regu-
lation quickly become impractical even for such rudi-
mentary automated tools as spreadsheets. Spreadsheets
cannot map the required one-to-many or many-to-many
linkages between related regulatory requirements with-
out adding confusion. Spreadsheet mapping systems
between multiple requirements are difficult to efficiently
maintain as regulations and the controls environment
evolve and change.

Manual assessment methods suffer from two major
weaknesses. First, they do not efficiently assess 

compliance for global operations. Internal operations
and external service providers scattered in many loca-
tions and jurisdictions are almost impossible to ade-
quately evaluate manually. Secondly, manual methods
do not scale well for compliance with multiple regu-
lations. They require costly and redundant parallel
management efforts, one for each regulation, increas-
ing staffing costs and forcing a bottom-up management
view that limits correlations and weakens the linkage
with governance and strategy. 

Manual approaches to compliance assessment have
largely resulted from the different regulatory silos that
have developed in many organizations. This includes
the general silos of information security and privacy.
As new regulations and regulatory guidance have been
issued, organizations have frequently initiated new
project teams to manage compliance with each new
regulation. The silos that frequently resulted have con-
tributed to redundancies and inefficiencies. Besides the
obvious implications for the costs of compliance pro-
grams, fielding multiple redundant assessments can
result in assessment fatigue on the part of vendor staff. 

Implementing compliance mapping, however, can
improve the situation by creating a single target for
focusing investments on compliance. Historically done
using spreadsheets or static databases, mapping of
compliance regulations and requirements identifies
common requirement threads among controls. The
common threads are linked and organized in a unified
regulatory knowledge database. This process creates
economies but is limited due to rigid relationships that
require updating as regulations change over time.

Compliance mapping is a powerful enabler, delivering
efficiency and scalability. Organizations using compli-
ance mapping can put into practice an “assess once, com-
ply to many” assessment methodology. An optimized
assessment can test for controls status regarding PII and
privacy, while also assessing other general security con-
trols. Compliance mapping is an important piece of the
puzzle, but, to really drive efficiencies as well as more
effective compliance and risk programs, it needs to be
coupled with advanced automation. With these capabili-
ties, compliance mapping significantly reduces the num-
ber of assessment activities, alleviates redundancy, and
provides for robust reporting. In addition, workflow
capabilities can automate reminders, escalations, and fol-
lowups. These ensure that assessments and remediation
tasks are carried out and do not fall through the cracks,
as is often the case with manual processes. 
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CONCLUSIONS

The business drivers discussed in this Update will con-
tinue to result in the increased outsourcing of business
activities and functions. The inherent risks to enter-
prises that outsource must be managed carefully. The
costs of managing this risk are real and increase with
outsourcing activity. 

Manually mapping compliance regulations and require-
ments to required policies, procedures, and technical
controls is inefficient and unsustainable. Manual com-
pliance management methods introduce errors and
do not scale. They limit business agility and quickly
become costly and inefficient.

Organizations can eliminate the inefficiencies of manual
compliance management methods by deploying auto-
mated tools to streamline compliance. A lifecycle
approach, managed by a unified set of redundant regu-
lations, maps the overlapping regulatory requirements
to a single set of compliance policies, procedures, and
controls. A well-crafted assessment process can evalu-
ate controls related to the privacy of customer PII, while
simultaneously assessing general information security
controls. 

ENDNOTE
1“Safeguarding the New Currency of Business: Findings
from the 2008 Global State of Information Security Study.”
PricewaterhouseCoopers, October 2008 (www.pwc.com/
en_GX/gx/information-security-survey/pdf/safeguarding_
the_new_currency.pdf).
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